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Understanding Cyberbullying

➢ Definition of Cyberbullying

➢ Joking vs. Cyberbullying: Where does joking end and cyberbullying begin?

Key Criteria:
• Power and/or popularity asymmetry
• Systematic targeting of the same individual
• Intent to harm or marginalize



Criminological Perspectives

Aggression Online vs. Face-to-Face: Key Theories

➢ Anonymity Effect
➢ Physical distance: Lack of empathy
➢ Bandura’s Moral Disengagement Theory

➢ Kahneman’s Theory: The Role of Cognitive Systems (System 1: Intuitive 
- System 2: Rational)

Mechanisms of Moral Disengagement, such as:
• Diffusion of Responsibility
• Denigration of the Victim 



Legal Profiles of Cyberbullying

➢ Focus on Protecting Values

➢ Examples of Crimes

• Against reputation: defamation and non-consensual pornography
• Against the right of self-determination and moral freedom: 

threats and stalking
• Against privacy and identity: unlawful interference in private life 

and identity theft



Legal Profiles of Cyberbullying

➢ Law 71/2017: Other protective measures for the victim: 

• Article 2: the removal of offensive content by the platform 
administrator or the Data Protection Authority

• Article 7: a warning issued by the police chief



Educational Materials and Strategies 

➢ Materials: Short videos 

➢ Recommended series: “Adolescence”

➢ Importance of Educational Prevention starting from early childhood 
(at least at school)
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